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ABSTRACT

System reliability is a critical aspect of urban transport networks. It ensures that modern cities can provide safe, efficient, and resilient mobility
services. However, existing reliability studies primarily focus on network topology and connectivity, overlooking the impact of disruptions on
passenger travel quality and the temporal heterogeneity inherent in traffic patterns. Here, we propose a traffic flow-oriented reliability analysis
method. This method integrates real-world passenger flow data into a percolation-based reliability evaluation. Specifically, we construct
a weighted network model that accounts for commuting time costs and transfer penalties. We also introduce traffic-aware centralities to
identify critical links and propose reliability metrics that consider both traffic flow preservation and travel time variation in the event of
disruptions. We further evaluate two protection strategies to enhance system reliability. We apply our approach to the Shanghai metro system
and conduct extensive numerical simulations across different traffic patterns. Our results show that failing to consider travel quality can lead to
an underestimation of network vulnerability. We also demonstrate that a centrality-based protection strategy improves the effectiveness and
repeatability of protected links under similar traffic patterns. This study offers a data-driven, temporally adaptive methodology for evaluating
and enhancing the reliability of urban transportation systems, providing insights for infrastructure planning and risk management in smart
cities.

Published under an exclusive license by AIP Publishing. https://doi.org/10.1063/5.0277379

Reliable urban transportation is essential for maintaining contin-

uous service, particularly during disruptions. In demand-driven

networks, where travel time and quality are crucial to user expe-

rience, service can degrade significantly even when connectivity

is maintained. Furthermore, the temporal variability of traf-

fic, which fluctuates across hours and days, is often neglected

in traditional assessments, despite its considerable impact on

performance. In light of these challenges, we propose a novel

traffic flow-oriented reliability analysis method that accounts

for both travel demand preservation and time-dependent ser-

vice degradation under varying traffic patterns. We introduce

traffic-aware centrality and reliability metrics for percolation-

based functional assessments and evaluate two link protection

strategies to enhance network reliability. This study offers valu-

able insights for smart infrastructure planning and reliability

management in urban transportation systems.

I. INTRODUCTION

Urban transportation networks form the backbone of modern
cities by providing high-capacity, efficient, and sustainable mobil-
ity solutions. As these networks grow in scale and complexity,
ensuring their operational reliability becomes increasingly critical.
The reliability of urban transportation networks directly influences
the overall system performance, service continuity, and passenger
satisfaction, particularly under disruptions or unexpected failures.
Viewing transportation infrastructure through the lens of networks
enables a deeper understanding of system vulnerabilities.1–5 By lever-
aging the theoretical foundations and computational techniques of
network science, researchers can rigorously quantify system func-
tionality under various perturbations, supporting the development
of more resilient and efficient urban mobility systems.6

Transportation systems are often vulnerable to disruptions,
making their reliability a critical concern. In the field of complex
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networks,7–12 percolation theory is widely applied to assess the
reliability and resilience of networked systems by simulating the
progressive removal of nodes or links according to specific attack
strategies.13–23 By analyzing how the network decomposes and
undergoes phase transitions during these perturbations, percolation
theory provides insights into the structural and functional main-
tenance of the network system.6 Reliability and resilience are two
closely related but distinct concepts in the study of system func-
tionality maintenance.24 Reliability refers to a network’s ability to
maintain its core structure and functionality despite disruptions,25

whereas resilience is a broader, multi-faceted concept encompassing
an infrastructure’s capacity to anticipate, absorb, recover from, and
adapt to adverse events over its lifecycle.26,27 Unlike resilience, which
includes post-disruption recovery, this study focuses on analyzing
the network’s ability to maintain performance under disruptions,
emphasizing pre-disruption assessment and prevention.

Many studies on network reliability focus on variations in giant
component sizes or topological connectivity during percolation pro-
cesses, which assess structural reliability.28 However, transportation
networks are demand-driven service networks where connections
are shaped by social behavior and mobility needs between node
pairs.29 In such systems, links carrying higher volumes of traffic
often reflect a collective travel pattern and tend to be more critical.30

In demand-driven networks, even if large components collapse, the
overall network performance can still be maintained at a satisfac-
tory level if most traffic demands are concentrated within smaller
connected components during the percolation process.31 There-
fore, it is crucial to consider network functionality in the reliability
assessment of urban transportation systems. Several recent stud-
ies have explored traffic-aware network approaches to assess the
functionality of transportation systems, but some practical traffic
factors may still be underrepresented. For instance, Xu and Chopra32

proposed a spatial–temporal resilience cycle framework that evalu-
ates metro system performance across stages. While their method
incorporates temporal traffic flows, it primarily emphasizes travel
connectivity and recovery speed, with limited attention to pas-
senger rerouting behavior or real-time performance degradation.
Lordan and Sallan33 introduced dynamic network measures that
account for varying shortest paths and temporal centrality. How-
ever, their approach lacks real passenger demand data and does not
assess reliability under disruptions. Hamedmoghadam et al.31 intro-
duced a percolation-based model incorporating heterogeneous flow
demand to identify structural bottlenecks. Their analysis is based
on static link quality assumptions and binary connectivity, without
accounting for travel time variation, transfer penalties, or dynamic
passenger travel quality. Furthermore, many prior studies focus pri-
marily on considering system reliability from a static perspective,34,35

overlooking the temporal heterogeneity of traffic patterns, where
network reliability can vary significantly across different temporal
scales. Temporal fluctuations in demand, travel time, and conges-
tion can significantly affect network performance and user experi-
ence, making it essential to assess disruptions with consideration of
time variability.

After assessing the reliability of a network, it is essential
to propose both effective and feasible measures to enhance its
performance, particularly for real-world applications. Much of
the existing research aimed at improving network reliability has

primarily focused on strategies such as protecting critical nodes
or links36 or adding new nodes and links to the system.37 How-
ever, the practical implementation of these strategies has not been
tested with real-world data, and the actual effectiveness of such mea-
sures remains uncertain. Moreover, many studies fail to consider the
practical factors related to real-world operational scenarios, such as
varying traffic patterns and operational dynamics. This gap high-
lights the need for more comprehensive evaluations that consider
not only the theoretical effectiveness but also the practical viability
of the proposed solutions in real-world transportation systems.

Considering the challenges discussed above, we propose a novel
traffic flow-oriented reliability analysis approach to mitigate the
practical limitations of the existing studies. Our approach begins
by constructing weighted networks that incorporate commuting
time costs and transfer-related factors. Based on this, link central-
ity and network reliability metrics are developed with consideration
of transfer quality. Strategies for enhancing network reliability are
then proposed. We select the Shanghai metro system as a represen-
tative case study due to its large scale and operational complexity.
Leveraging real-world passenger flow data, we perform extensive
simulations across various temporal windows and traffic patterns,
revealing the significance of travel quality and the repeatability of
protected links. Compared with the previous traffic-aware models,
our approach offers the following advantages. First, it incorporates
time-varying passenger flow data directly into the construction of
link centrality and reliability metrics, enabling a more data-driven
and granular representation of passenger demand and temporal flow
patterns within the network. Second, by accounting for commut-
ing time, transfer penalties, travel quality, and temporal variability,
it supports a more realistic and dynamic assessment of network
performance under disruptions. Third, it integrates two reliability
enhancement strategies to improve its practical value for real-world
network planning and protection decision-making.

The remainder of this paper is organized as follows. Section II
provides a detailed introduction to the reliability analysis approach
for urban transportation networks. In Sec. III, we present the exper-
imental results of the reliability assessment and enhancement strate-
gies applied to the Shanghai metro network. Section IV offers a
discussion on the implications of our findings and explores the
potential applications of our approach.

II. METHODS

In this section, we present the traffic flow-oriented reliability
analysis approach for urban transportation networks. We detail the
methods for weighted network construction, traffic flow-oriented
link centrality and reliability metrics, and two protection strate-
gies for reliability enhancement. The framework of our approach is
illustrated in Fig. 1.

A. Commuting time-informed weighted network

model

To accurately assess the performance and reliability of trans-
portation networks, we construct a commuting time-informed
weighted network based on the L-space representation.34 The sys-
tem is modeled as a weighted graph G(N, L), where each node
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FIG. 1. Framework for traffic flow-oriented transportation network reliability analysis. The top-left section illustrates the diagram of constructing virtual nodes and links for
transfer stations during weighted transportation network construction. Here, station A, originally serving as a transfer station between Lines 1 and 2, is divided into two virtual
transfer nodes: A1 and A2. A1 and A2 correspond to Line 1 and Line 2, respectively, and the connection between A1 and A2 represents the transfer link between Lines 1 and 2.
The right section illustrates the algorithm flow of the percolation-based reliability assessment process. The constructed transportation network, G(N, L), with sets of nodes N
and links L, serves as the input. The link removal process iteratively removes unprotected links based on the selected link centrality 0 and protection strategy 2. When the
number of attacked links k reaches the specified threshold Natk , the percolation process ends and the reliability metric α is calculated. The bottom-left section illustrates
the two protection strategies for reliability enhancement: centrality-based protection (CBP) strategy and decline-based protection (DBP) strategy, which are incorporated into
the reliability assessment algorithm flow.

ni ∈ N represents a physical station, and each link lij ∈ L denotes
a physical connection between stations i and j. This representa-
tion preserves the underlying infrastructure topology while aligning
with how passengers physically traverse the network. Traditional
approaches often simplify the network using topological distances
or hop counts, which fail to reflect temporal factors critical to user
experience. To address this issue, here we assign weights wij to each
link based on the estimated commuting time. Specifically, for rail-
based travel edges, the commuting time represents the scheduled
in-vehicle travel time between two connected stations, which can
be estimated from the available train schedules or inferred from
real-world trip data. Empirical studies have shown that passengers
generally follow routes that minimize the total commuting time,38

and we adopt this behavioral assumption in our model. The shortest
commuting time between any origin–destination (O–D) pair is then
calculated as the weighted shortest path,

τij = min
Pij

∑

lkl∈Pij

wkl, (1)

where Pij represents the set of all feasible paths connecting nodes i
and j, and wkl is the commuting time associated with each link along
the path.

In rail-based transportation networks, transfer stations often
introduce additional delays due to walking, vertical circulation, and
crowding. To model these effects, we introduce virtual nodes to rep-
resent internal transfer points, connected by virtual transfer links as
shown in the top-left section of Fig. 1. This structure enables a more

realistic modeling of transfers, which is critical for reliability analysis
under disruptions. The weight of each virtual transfer link represents
the estimated internal walking time between virtual nodes, deter-
mined by the geographic distance and passenger walking speed. A
detailed description of the weight calculation method is provided in
Appendix A.

B. Traffic flow-oriented link centrality measures

Different transportation network links have varying levels of
connectivity and functionality. The disruption of critical hub con-
nections can significantly affect network performance. Traditional
betweenness centrality, denoted as BC, is calculated based on the
shortest path in terms of the number of hops.39 However, the
length of track segments in transportation networks directly impacts
the travel time. Therefore, we replace the shortest hop strategy
with the weighted shortest travel path and calculate the weighted
betweenness centrality, BCw, for the links.40 These centrality mea-
sures typically consider the shortest paths between every pair of
nodes, without accounting for the frequency differences of various
O–D pairs. Some researchers have considered the frequency differ-
ences of O–D pairs and calculated node importance based on the
shortest hop paths.32 We extend this idea by incorporating the com-
muting time costs and formulate the frequencies with traffic flow
data. Specifically, we define a traffic flow dataset D as a collection of
O–D pairs, and it is mathematically expressed as

D =
{

(s, t, µs,t) | s, t ∈ N, µs,t ≥ 0
}

, (2)
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where s and t are the origin and destination nodes, respectively, and
µs,t is the flow between stations s and t. We then define the link
flow-weighted betweenness centrality, BCw,od, based on the weighted
shortest travel path. The quantity BCw,od(lij) for link lij is defined as

BCw,od(lij) =
1

µtotal

∑

(s,t)∈D

σs,t|lijµs,t

σs,t

, (3)

where σs,t represents the number of shortest travel paths between
nodes s and t, σs,t|lij is the number of shortest travel paths between

nodes st and tt that pass through link lij, and µs,t and µtotal represent
the flow between nodes s and t, and the total flow in the network,
respectively. The total flow in the network µtotal can be expressed as

µtotal =
∑

(s,t)∈D

µs,t. (4)

We also focus on the commuting time-based shortest path
length differences between O–D pairs, as short- and long-range
O–D pairs have different impacts on network functionality.31 The
three centrality metrics discussed above do not consider these dif-
ferences. Therefore, we propose a new link centrality metric, BCdis

w,od,
which incorporates the shortest commuting time of the O–D pairs.
The quantity BCdis

w,od(lij) for link lij is defined as

BCdis
w,od(lij) =

1

µtotal

∑

(s,t)∈D

σs,t|lij

wij

τs,t
µs,t

σs,t

, (5)

where lij is the weight of link lij, and τs,t is the shortest travel length
between nodes s and t following Eq. (1).

C. Percolation-based reliability assessment

We simulate the link percolation process to assess the relia-
bility of the transportation network. Specifically, percolation here
refers to the gradual removal of links from the network and the
evaluation of how such disruptions affect the system’s overall func-
tionality. We focus on the targeted link removal scenarios, where the
links are removed based on a certain centrality measure. As the links
are attacked and removed in the percolation process, the network’s
response is tracked by analyzing the changes in the network perfor-
mance function. In a previous research, this function was defined as
the proportion of unaffected O–D demand. Specifically, if the O–D
pairs remain connected despite network attacks, they are considered
unaffected.31 However, this method only considers the existence of
a connected path between the O–D pairs and does not account for
longer travel times or additional transfers, which may present limi-
tations. Therefore, in this study, we consider the quality attribute of
the O–D pairs as ηs,t ∈ [0, 1], where (s, t) represents a specific O–D
pair in D. When the O–D pair is disconnected, ηs,t = 0; otherwise,
ηs,t is defined as the ratio of the travel time τs,t before the attack to
the travel time τ̃s,t after the attack, raised to the power of a constant
parameter. Smaller ηs,t, thus, represents a longer travel time delay,
which leads to lower travel quality. As such, we represent the travel
quality for the O–D pair (s, t) as

ηs,t =
(

τ̃s,t/τs,t

)β
, (6)

where β is a constant representing the degree of consideration for
the travel time variation. As the value of β increases, the variations
in travel quality have a more significant influence on the reliability
assessment. In contrast, smaller values of β place greater emphasis
on the connectivity of travel routes rather than on travel time. When
β = 0, only the O–D’s connectivity is considered. We set β = 5 as a
balanced choice that captures moderate sensitivity to service quality
changes while avoiding overemphasis on minor delays. A sensitivity
analysis is provided in Appendix B to further illustrate the impact of
varying β on the reliability assessment results.

The network performance function F is defined as the ratio of
the sum of the current quality attributes for all O–D pairs to the total
number of O–D pairs, that is,

F =
1

µtotal

∑

(s,t)∈D

µs,tηs,t. (7)

Aggregating the quality attributes, the network performance func-
tion F effectively represents the overall impact of each step of attack
on passenger traveling demand. When β = 0, F could represent the
ratio of unaffected passengers in the entire network after the attack.
The changes in F can be recorded through the percolation process.
The reliability metric α, connected with the area under the declining
F curve,31 is defined by

α =
1

|V|

∫ |V|

0

Fρ dρ, (8)

where Fρ represents the network performance when ρ links have
been attacked, and |V| denotes the total number of links removed
from the network.

The percolation-based reliability assessment process is illus-
trated in the right section of Fig. 1.

D. Reliability enhancement strategies

Improving the reliability of transportation networks by strate-
gically protecting or reinforcing specific links is a widely recognized
approach in infrastructure planning.41 In practice, this may involve
targeted inspections, deploying on-site maintenance resources, or
physical reinforcements to ensure the continuous operability of
critical components. To evaluate the effectiveness of protection
policies in urban transportation systems, we consider two represen-
tative strategies, each based on distinct principles and operational
assumptions.

The first approach is the centrality-based protection (CBP)
strategy. It prioritizes the protection of links with high topologi-
cal or functional centrality, under the assumption that these links
play dominant roles in maintaining network-wide connectivity and
flow. Centrality metrics such as betweenness or flow-weighted
importance can be used to rank links for targeted intervention.
This approach has been broadly applied in unweighted or purely
topological networks,36 due to its computational efficiency and
interpretability. However, its reliability in systems characterized by
heterogeneous link weights—such as variable commuting times or
passenger flows—requires further investigation.

The second approach is the decline-based protection (DBP)
strategy, which iteratively identifies links that contribute most sig-
nificantly to the deterioration of network performance during the
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percolation process.31,42 This simulation-driven method captures the
dynamic impact of link failures by greedily selecting links whose
protection most effectively delays the functional collapse of the sys-
tem. By directly referencing performance loss, DBP offers greater
accuracy in prioritizing interventions for complex weighted net-
works.

CBP offers fast implementation based on precomputed cen-
trality values but may misrepresent actual vulnerability under
operational constraints. In contrast, DBP provides a more tailored
protection plan, albeit at a higher computational cost due to the
need for repeated simulations of the failure-recovery process. In our
assessment, we implement and compare both strategies on the same
network model to analyze their relative advantages across multiple
scenarios.

III. SIMULATION RESULTS

We select the Shanghai metro network as a representative case
study for urban transportation network reliability analysis. As one
of the world’s largest and most complex urban rail transit systems,
the Shanghai metro network serves a massive daily ridership exceed-
ing 10 million passengers, generating rich passenger flow dynamics
that enable meaningful analysis of traffic-oriented reliability met-
rics. Through extensive numerical simulations, we evaluate the
network’s reliability under various attack scenarios, analyze the net-
work performance across different temporal scales, and compare the
effectiveness of reliability enhancement strategies.

To demonstrate the scalability of our approach, we also con-
duct numerical simulations on the metro networks in New York
City, Hangzhou, and Shenzhen, with the experimental results pre-
sented in Appendix C.

A. Data preparation

The topology of the studied network system is shown in
Fig. 2(a). We gather detailed information about the Shanghai metro
system, including network and station specifics, as well as the time
intervals between trains, from the official Shanghai metro website
www.shmetro.com. Using these data, we estimate commuting times
based on train arrival intervals to construct the weighted network
model. Additionally, we employ a real-world O–D dataset spanning
from April 5 to April 12, 2015, which includes smart card transac-
tion records from the Shanghai metro system. This O–D passenger
flow dataset forms the foundation for calculating link centrality
and reliability metrics in the subsequent simulations. It captures
traffic flow data across various traffic patterns, including weekdays
(April 7, 8, 9, and 10), weekends (April 6, 11, and 12), and holidays
(April 5, Qingming Festival), providing a comprehensive view of the
system’s performance.

Figure 2(b) presents a comparison of travel time distributions
between a weekday (April 9) and a weekend (April 12) utilizing our
O–D dataset. The results reveal a significant temporal heterogeneity
in travel patterns, with weekend travel featuring more medium and
long-distance trips, while weekday travel is characterized by a higher
proportion of shorter trips. This difference can be attributed to the
variations in trip purpose across the week, which significantly influ-
ence travel behavior and temporal patterns.43 On weekdays, travel
is primarily driven by routine commuting between residential areas
and workplaces, typically involving shorter trips with fixed sched-
ules. In contrast, weekend travel is often associated with leisure
or discretionary activities, which tend to involve longer distances
and more varied destinations. This observed temporal heterogene-
ity underscores the importance of conducting reliability assessments
across different temporal scales and traffic patterns.

FIG. 2. Illustration of the Shanghai metro system and O–D travel time distribution. (a) The topology of the Shanghai metro network. The purple dots represent the stations
and the links represent the tracks. The relative positions of the stations and tracks are arranged according to the actual geographical coordinates. (b) Comparison of the O–D
travel time distributions under a weekday (April 9) and a weekend (April 12). The horizontal axis tod represents the travel time in minutes, while the vertical axis p represents the
proportion of the O–D pairs. The inset shows the difference in O–D travel time distributions between the weekday and the weekend, calculated as 1p = pweekend − pweekday.
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FIG. 3. Line chart depicting the degradation of the network performance function
F for the Shanghai metro system during the percolation process (the O–D flow
from 7:00 to 8:00 on April 9, β = 5). The attack is based on the BCdis

w,od metric,
with a removal of 40 links from the Shanghai metro system. Here, the horizontal
axis ρ represents the number of attacked links, while the vertical axis represents
the network performance function F.

B. Reliability assessment

We conduct a reliability assessment of the Shanghai metro net-
work under different disruption scenarios. We design five link attack
strategies, including random attack and deliberate attacks based on
different centrality metrics: BC, BCw, BCw,od, and BCdis

w,od.
We first investigate the decline in the network functionality

with a large attack scale. Figure 3 illustrates the decline in the net-
work functionality under deliberate attacks based on the BCdis

w,od

metric, with a removal of 40 links from the network. It can be seen
that approximately 65% of the O–D pairs are affected, which rarely
happens in real life. It can also be observed that when 20 links are
attacked, the proportion of the affected O–D pairs exceeds 50%, and
the decline in network performance F becomes significantly slower
in the subsequent process. We, therefore, focus on the early phase of
the percolation process in the following experiments.

We next conduct extensive experiments involving the step-
wise removal of 20 links (approximately 4% of the overall network
links). We illustrate F’s variations under different attack scenarios
and different degrees of consideration for travel quality β in Fig. 4.
It can be observed that when β = 0, considering only connectivity,
F remains at 1, even if the three links with the highest BCw,od val-
ues are disconnected. This contradicts the practical experience, as
the disconnection of the critical links typically significantly impacts
a system’s functionality. As β increases from 1 to 9, indicating a
higher emphasis on travel time variation, the rate of decline in the
network function F accelerates. This finding suggests that consid-
ering only the O–D connectivity may underestimate the network’s
vulnerability. Specifically, when β = 0, the deliberate attack of 20
links based on BCdis

w,od disrupts about 49% of the O–D connections,

affecting approximately 3.16 × 106 travel demands. With β = 5, it
results in a 53% decline in the network function, and with β = 9,
the decline is 55%. This indicates that the transportation network

suffers severe impacts when a small part of the links are attacked.
While the disconnection of the O–D remains the primary factor in
the decline of the network function, the impact on the trip quality is
also significant and should not be underestimated. Thus, we set β as
5 in the subsequent reliability assessment.

Figure 5 displays the time-varying reliability metrics within one
day under different attack strategies and traffic patterns (weekday,
weekend, and holiday). For each traffic pattern, it can be observed
that the deliberate attacks significantly reduce the reliability metric
compared to the random attack. This suggests a high degree of het-
erogeneity in link importance within the weighted network derived
from traffic flow data, underscoring the significance for designing
centrality metrics to locate vulnerable links. Among the deliberate
attack strategies, it can be seen that the network reliability signifi-
cantly decreases under the attack based on the BCdis

w,od compared to
BC, BCw, and BCw,od. Through calculating the daily average relia-
bility metrics, the network reliability decreases by 21.7% under BC
attacks, 21.6% under BCw attacks, 23.8% under BCw,od attacks, and
30.8% under BCdis

w,od attacks in the weekday case (April 9). These

findings illustrate the advantages of BCdis
w,od in identifying the crit-

ical links that significantly affect the network reliability. We next
compare the time-varying reliability curves under different traf-
fic patterns. We observe that the reliability metric exhibits slight
decreases and greater temporal fluctuations during weekends and
holidays, likely attributable to the expansion of O–D ranges on
non-working days, as passengers tend to undertake longer-distance
trips on weekends and holidays. We further computed Pearson cor-
relation coefficients among the reliability variation curves across
eight consecutive days (April 5–April 12) incorporating three traf-
fic patterns, and visualized the results as a heat-map in Fig. 5(d).
The results demonstrate that Pearson’s correlation coefficients are
higher within weekdays and non-working days, but relatively lower
between the two. This suggests that transportation operators should
adopt targeted maintenance and operational strategies based on the
type of day.

C. Reliability enhancement

We investigate the reliability improvement of the Shanghai
metro system under partial link attacks when protection strate-
gies, CBP and DBP, are taken into account. The proportion of the
protected links is set to approximately 1% of the total number of
network links.31 Specifically, the attack scale is set to 20 links, with
5 of those links being strongly protected to ensure they are unaf-
fected by the attacks. According to the CBP strategy, in the attack
scenarios based on BC, BCw, BCw,od, and BCdis

w,od, we protect the top
five links with the highest centrality values, which are the same as
the attack method. For the DBP strategy, we simulate the decline
in the network performance function F under the attack scenarios
based on BC, BCw, BCw,od, and BCdis

w,od. In each attack scenario, we
identify and protect the five links that cause the fastest decline in F.
Finally, the reliability α is calculated to evaluate the effectiveness of
the protection strategies.

We summarize the daily average reliability index values of the
Shanghai metro system in Table I and plot the reliability variation
curves in Fig. 6. The results reveal distinct performance advantages
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FIG. 4. Percolation-based simulation results of the Shanghai metro system. The line charts depict the degradation of the Shanghai metro network function F during the
percolation process with different attack strategies (the O–D flow from 7:00 to 8:00 on April 9). The horizontal axis ρ represents the number of attacked links, while the
vertical axis represents the network performance function F specified in Eq. (7). (a) Deliberate attack based on BC. (b) Deliberate attack based on BCw . (c) Deliberate attack
based on BCw,od. (d) Deliberate attack based on BC

dis
w,od.

between CBP and DBP when subjected to different attack strate-
gies. For the average daily reliability values, under BC, BCw, BCw,od,
and BCdis

w,od attack scenarios, the reliability using CBP increases by

6.99%, 5.59%, 7.47%, and 11.12%, respectively, compared to the
unprotected scenario (NP). In contrast, under DBP, the reliabil-
ity increases by 2.00%, 2.23%, 3.49%, and 15.21%, respectively,
compared to NP. Therefore, the CBP strategy, which utilizes the
same centrality measure as the attack strategy, is rather effective in
enhancing the network reliability under the attack scenarios based
on BC, BCw, and BCw,od. Though less useful for the BCdis

w,od attack
situation, we conclude that the CBP strategy exhibits more stable
performance across different attack scenarios compared with the
DBP strategy.

Additionally, we investigate the protective effects using both
protection strategies based on BCdis

w,od under different attack

scenarios. That is, we protect links based on the BCdis
w,od values and

the corresponding simulation results, disregarding the actual attack
strategy. This approach is more realistic in real-world scenarios, as
the attack strategy is often unknown. We note that protective mea-
sures adopted in this part might safeguard the links that are not
actually under attack, potentially rendering some protective mea-
sures ineffective. Using the real traffic data from 7:00 to 8:00 on
Day 9 as an example, the CBP protection strategy based on the top
five BCdis

w,od resulted in four effective protected links under the attack
scenarios of BC, BCw, and BCw,od. The link from Longyang Road to
Zhangjiang High-tech Park, which ranked 3rd, was not protected
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FIG. 5. Reliability assessment results of the time-varying reliability metrics under different attack strategies and traffic patterns (the O–D flow from 6:00 to 23:00).
The considered attack strategies include random attack and deliberate attacks based on BC, BCw , BCw,od, and BC

dis
w,od, and the traffic patterns include a weekday, weekend,

and holiday. For the results under random attacks, the light purple shaded area represents the standard deviation computed over 30 independent simulation runs. (a) Reliability
variation curve on a weekday, April 9. (b) Reliability variation curve on a weekend, April 12. (c) Reliability variation curve on a holiday, April 5. (d) Heat-map of the Pearson’s
correlation coefficients of the reliability metrics across different days, incorporating the traffic patterns of weekdays (April 7, April 8, April 9, and April 10), weekends (April 6,
April 11, and April 12) and a holiday (April 5).

in any of these three attack scenarios. This link ranked 101st, 94th,
and 23rd in the BC, BCw, and BCw,od scenarios, indicating its lim-
ited significance in terms of structural betweenness. However, when
considering the O–D demand, its importance increases, especially
when we take the O–D distance into account, making it even more
crucial. Figure 6 shows the resulting reliability curves with mark-
ers CBP − BCdis

w,od and DBP − BCdis
w,od. Interestingly, we observe that

CBP − BCdis
w,od also exhibits better protection efficacy compared with

DBP − BCdis
w,od under the attack scenarios of BC, BCw, and BCw,od.

This further indicates the stability of centrality-based protection
strategies under different attack scenarios.

If the protected links show consistency under similar traffic
patterns, there is no need for real-time calculation of the protection
links based on current traffic, nor is there a requirement to mobilize

Chaos 35, 093101 (2025); doi: 10.1063/5.0277379 35, 093101-8

Published under an exclusive license by AIP Publishing

 07 Septem
ber 2025 08:23:08

https://pubs.aip.org/aip/cha


Chaos ARTICLE pubs.aip.org/aip/cha

TABLE I. Daily average reliability index α values of the Shanghai metro system under different protection strategies and attack scenarios. The column headers represent attack

scenarios, while the row headers represent protection strategies. Each attack scenario corresponds to two columns of the data: the left column indicates the reliability index

values, and the right column indicates the percentage increase in the reliability index compared to the cases with no protection (NP).

BC BCw BCw,od BCdis
w,od

NP 0.7828 . . . 0.7842 . . . 0.7616 . . . 0.6918 . . .
CBP 0.8376 6.99% 0.8281 5.59% 0.8184 7.47% 0.7688 11.12%
DBP 0.7985 2.00% 0.8018 2.23% 0.7881 3.49% 0.7970 15.21%
CBP-BCdis

w,od 0.8203 4.79% 0.8231 4.96% 0.8209 7.79% . . . . . .

DBP-BCdis
w,od 0.7947 1.52% 0.7999 2.00% 0.8080 6.09% . . . . . .

FIG. 6. Time-varying line charts of reliability metrics for the Shanghai metro system under different protection strategies and attack scenarios. In the legend panel, NP
indicates no protection measures, CBP represents the centrality-based protection measure (using the same centrality measure as the attack scenario), DBP represents the
decline-based protection measure (using the same centrality measure as the attack scenario), CBP-BCdis

w,od indicates the centrality-based protection measure using BC
dis
w,od

centrality, and DBP-BCdis
w,od indicates the decline-based protection measure using BC

dis
w,od centrality. (a) Under the BC attack scenario. (b) Under the BCw attack scenario.

(c) Under the BCw,od attack scenario. (d) Under the BC
dis
w,od attack scenario.
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FIG. 7. Heat-map of the overlap rates of the protected links under different protection strategies on weekdays in the Shanghai metro system. The horizontal and vertical axes
represent the time range from 6:00 to 23:00, with each hour represented as one cell. Each cell contains a 4 × 4 heat-map, where the value of each point in the heat-map
is given by the overlap rate results of the BCdis

w,od metric for the corresponding time periods. The cells along the main diagonal are highlighted by yellow boxes, representing
the consistency strength of the protected links across different days. (a) Overlap rates based on the CBP strategy during weekdays, using the real O–D data on April 7,
April 8, April 9, and April 10. (b) Overlap rates based on the CBP strategy during non-working days, using the real O–D data on April 5, April 6, April 11, and April 12.
(c) Overlap rates based on the DBP strategy with the aforementioned weekday O–D data. (d) Overlap rates based on the DBP strategy with the aforementioned O–D data
from non-working days.

significant resources in real time to handle failures. This can greatly
enhance the practical significance of the study. We calculate the
sets of the protected links under the CBP and the DBP protection
strategies based on the BCdis

w,od metric for different traffic patterns.

By computing the overlap rate of the protected links, we charac-
terize the degree of consistency of the protection strategies across
different traffic patterns. The results of heat-map of the overlap
rates for the protected links are illustrated in Fig. 7. We can observe
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the consistency strength of the protected links across different days
through the depth of color in the cells where the time periods of the
horizontal and vertical coordinates are aligned, i.e., the cells along
the main diagonal highlighted by yellow boxes. It is evident that the
overlap rates of the protected links under the CBP strategy, shown
in the upper two plots, are significantly higher than those under the
DBP strategy, depicted in the lower two plots. The absence of over-
lapped protected links under DBP indicates that the links that most
decline in F during the percolation processes are not consistently
the same despite relatively stable traffic patterns. This further sug-
gests that employing the CBP strategy makes it feasible to utilize the
historical traffic data to calculate the required protected links, sig-
nificantly enhancing the practical usefulness of the CBP protection
strategy proposed in this article. In contrast, the DBP strategy may
face challenges in this regard. Therefore, the CBP strategy, based
on the BCdis

w,od metric, demonstrates both the protection effective-
ness and the repeatability of the protected links under similar traffic
patterns. Consequently, it is deemed more suitable for enhancing
reliability in real-world scenarios.

IV. DISCUSSION

In this study, we introduce an innovative traffic flow-oriented
reliability analysis approach tailored for transportation network
systems, which integrates both structural and functional aspects
of network performance. By constructing weighted networks that
incorporate transfer factors and proposing novel link centrality
metrics and reliability measures, we effectively assess the impact
of topological changes on network reliability through percolation-
based numerical simulations. Furthermore, we design and evaluate
two reliability enhancement strategies, demonstrating their practi-
cal applicability and repeatability under different temporal scales
and traffic patterns. These methodological advancements provide a
comprehensive and realistic approach to assessing and enhancing
transportation system reliability.

Our experimental results demonstrate that the Shanghai metro
system exhibits significant vulnerability under deliberate attacks,
particularly when critical links are targeted based on the pro-
posed BCdis

w,od metric. The decline in network performance F is
more pronounced when travel quality is considered, emphasizing
the importance of incorporating travel time and transfer factors
into reliability assessments. Furthermore, the proposed protec-
tion strategies effectively mitigate the impact of attacks, with the
centrality-based protection (CBP) strategy with BCdis

w,od showing high
repeatability and practical applicability under similar traffic pat-
terns. These findings highlight the necessity of integrating functional
metrics and targeted protection strategies into transportation system
planning and management to enhance resilience and ensure reliable
urban transportation services.

This work demonstrates that passenger flow data improve
the assessment of transportation system functionality by captur-
ing actual travel patterns, demand distributions, and temporal
variations, revealing critical links and vulnerabilities that may
not be apparent in theoretical models. However, real-world ori-
gin–destination data remain difficult to obtain due to limitations in
data coverage, heterogeneity across sources, and privacy concerns.44

These challenges hinder large-scale analyses of transportation sys-
tem performance. To address this, future research should focus
on developing comprehensive simulation frameworks that replicate
real-world transportation dynamics with high fidelity. In partic-
ular, integrating reliability analysis into cyber-physical systems45

offers a valuable solution. Furthermore, another promising direction
for future research lies in integrating the spatiotemporal evolution
of transportation networks into our reliability analysis framework.
As urban rail systems undergo continuous expansion and opera-
tional changes, these dynamics significantly impact service reliabil-
ity, including delay propagation, vulnerability to disruptions, and
overall system resilience.3,46 Capturing both the topological and tem-
poral aspects of network development would enable a more nuanced
understanding of how structural changes influence traffic patterns
and reliability metrics over time. By aligning traffic flow analy-
sis with evolving network configurations, future studies can better
quantify the reliability of transportation systems under realistic,
time-varying conditions, ultimately supporting the design of more
reliable and adaptive transit operations.
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APPENDIX A: CALCULATION OF VIRTUAL TRANSFER

LINK WEIGHTS

In the weighted network model constructed in Sec. II A, the link
weights represent the time cost required for a passenger to traverse
each link. For virtual transfer links, the weight corresponds to
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FIG. 8. Impact of different speed reduction rates ξ on the network function F and
reliability metric α. The results are simulated under deliberate attack based on
BCdis

w,od centrality. (a) Network function F under different speed reduction rates ξ

using O–D flow data on April 9, 7:00–8:00. (b) Reliability metric α under different
speed reduction rates ξ using O–D flow data on April 9.

the walking time needed for a passenger to pass through the trans-
fer corridor. For a specific virtual transfer link lij, we assume that
passengers move at a constant speed vw. The length of the transfer
corridor is denoted by d

geo
ij , which represents the spherical distance

between the corresponding virtual nodes based on their geographic
coordinates. Accordingly, the weight is calculated as

wtransfer
ij =

d
geo
ij

vw

. (A1)

Estimating passenger walking speed vw within transfer corri-
dors is a nontrivial task, as it is affected by various factors such as
corridor width, congestion level, and ease of movement, which dif-
fer across stations. To simplify the calculation, this study adopts
a typical walking speed of 1.55 m/s, based on the statistical find-
ings reported in Zhang et al.,47 assuming it reflects a representative
walking pace in transfer environments. To test how this simplifi-
cation might affect our reliability analysis, we also considered the
impact of crowding on passenger movement speed. Following the

estimated fundamental diagram of pedestrian flow in a straight
corridor,47 we implemented a piecewise speed formula that accounts
for density-dependent velocity,

vw(ρ) =

{

v̄w if ρ ≤ ρ̄,

max (v̄w − ξ(ρ − ρ̄), 0.3) if ρ > ρ̄,
(A2)

where v̄w represents the nominal walking speed, and we set
v̄w = 1.55; ρ represents the estimated pedestrian density, which
is calculated as the number of origin–destination pairs passing
through this link divided by the length of the link; ρ̄ represents
the critical density threshold above which speed begins to decrease,
and we set ρ̄ = 2; ξ represents the rate of speed reduction per unit
increase in density. We tested the impact of different speed reduc-
tion rates ξ on the reliability analysis results, and plotted the results
in Fig. 8. The results show that variations in ξ do not significantly
affect the overall trends of both the network function F and the
reliability metric α. This can be attributed to the relatively small
proportion of virtual transfer links compared to the physical links
in the network. The majority of travel time cost is determined by the
weights of the actual physical links; so perturbations to virtual link
weights have a limited impact on the overall results. This indicates
that our reliability analysis findings are robust against the constant
speed assumption for passengers in transfer corridors.

APPENDIX B: SENSITIVITY ANALYSIS OF

PARAMETER β

The parameter β in Eq. (6) controls the weight placed on travel
time variation in the reliability assessment. Larger values empha-
size travel quality degradation, while smaller values focus more on
route connectivity. We set β = 5 as a balanced basis that reflects
both aspects. To further examine the influence of this parameter,
we conduct a sensitivity analysis over the interval [4,6], which cap-
tures a representative range around the baseline setting and allows
us to observe the stability of the reliability outcomes under moderate
variation.

Figure 9 illustrates the impact of varying the parameter β on
the network function F and the reliability metric α, as well as the
effectiveness of the CBP and DBP protection strategies under delib-
erate attacks based on BCdis

w,od. The results show that the value of β

affects the absolute values of both the network function F and the
reliability metric α, with larger β leading to lower values of F and
α. The results show that the value of β affects the absolute values
of both the network function F and the reliability metric α, with
larger β leading to lower values of F and α. However, the overall
trends of both curves remain highly consistent, and the qualita-
tive conclusions obtained in Sec. III do not change. This supports
the appropriateness of setting β = 5 as a balanced and represen-
tative value in the main analysis and indicates that the reliability
assessment results in this study are robust to the variations in the
parameter β .
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FIG. 9. Sensitivity analysis of parameter β . The results are simulated under deliberate attack based on BCdis
w,od centrality. (a) Network function F under different β using O–D

flow data on April 9, 7:00–8:00. (b) Reliability metric α with no protection under different β using O–D flow data on April 9. (c) Reliability metric α with the CBP protection
strategy under different β using O–D flow data on April 9. (d) Reliability metric α with the DBP protection strategy under different β using O–D flow data on April 9.

APPENDIX C: EXTENDED EXPERIMENTAL RESULTS

ACROSS MULTIPLE CITIES

To demonstrate the scalability of the proposed reliability
assessment and enhancement method, we provide additional exper-
imental results based on real-world data from three urban metro
network systems. Specifically, we analyze the reliability of the New
York City metro in 2024, the Hangzhou metro in 2019, and the
Shenzhen metro in 2018. Figures 10(a)–10(c) illustrate the actual
geographical topologies of the three studied metro networks.

We plotted the variation curves of the network functionality F
under the BCdis

w,od-based targeted attack strategy in Figs. 10(d)–10(f),
where 20 links were sequentially removed. As can be observed, the
overall trend of the curves demonstrates a gradually decreasing rate
of decline, which is consistent with the results for the Shanghai
metro shown in Fig. 3 of the main text. These results indicate that
the deliberate attack strategy based on the proposed BCdis

w,od central-
ity effectively prioritizes the removal of globally vulnerable links
under realistic passenger flow scenarios, leading to a rapid initial
degradation of network functionality. Moreover, among the three
cities, the reliability of the Hangzhou metro network experiences a
notably sharp decline in the early stage, followed by a more gradual

reduction, in contrast to the New York and Shenzhen metro net-
works. This observation can be attributed to the relatively small size,
lower structural complexity, and fewer functionally critical links in
the Hangzhou metro network, making it more susceptible to rapid
breakdown under BCdis

w,od-based targeted attacks.
To further assess the reliability of metro networks, we plotted

the variation curves of reliability metrics for the three cities under
random attacks as well as four targeted attack strategies, as shown
in Figs. 11(a)–11(c). The results indicate that, in all three cities, the
reliability curves under the BCdis

w,od-based targeted attack consistently
appear at the lowest position, reflecting the most severe degradation
in network reliability. This observation aligns with the findings for
the Shanghai metro presented in Fig. 5, further confirming the effec-
tiveness of the BCdis

w,od-based strategy. It is worth noting that, unlike
the Shanghai and New York metro networks, the Shenzhen and
Hangzhou networks exhibit higher reliability under certain random
attack simulations compared to the targeted attacks based on BC and
BCw centrality. In other words, random attacks could lead to more
severe network degradation than BC-based and BCw-based targeted
attacks in certain cases. This observation suggests that traditional
topology-based centrality measures, such as BC and BCw, may fail to
accurately identify the truly critical links in transportation systems.
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FIG. 10. Illustration of three urban metro network topologies and percolation-based simulation results. (a)–(c) illustrate the topology of the New York City metro network in
2024, the Hangzhou metro network in 2019, and the Shenzhen metro network in 2018, respectively. The purple dots represent the stations and the links represent the tracks.
(d)–(f) depict the degradation of the network performance function F under BCdis

w,od -based targeted attack, with New York City metro O–D flow data from 7:00 to 8:00 on

April 12, 2024, Hangzhou metro O–D flow data from 7:00 to 8:00 on January 4, 2019, Shenzhen metro O–D flow data from 7:00 to 8:00 on September 1, 2018, respectively.

FIG. 11. Time-varying line charts of reliability metrics for three metro systems under different attack and protection strategies. The considered attack strategies include
random attacks and deliberate attacks based on BC, BCw , BCw,od, and BC

dis
w,od. For the results under random attacks, the light purple shaded area represents the standard

deviation computed over 30 independent simulation runs. The considered protection strategies include no protection strategy (NP), centrality-based protection (CBP) and
decline-based protection (DBP). (a)–(c) depict the reliability variation curves under different attack strategies with O–D data from the New York City Metro system on April
12, 2024, Hangzhou metro system on January 4, 2019, and Shenzhen metro system on September 1, 2018, respectively. (d)–(f) illustrate the reliability variation curves under
the BCdist

w,od -based attack with different protection strategies, using O–D data from the New York City, Hangzhou, and Shenzhen metro systems, respectively, corresponding

to the same dates as in (a)–(c).
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It highlights the potential limitations of purely topological reliabil-
ity analysis methods and underscores the necessity of incorporating
passenger flow data for a more realistic assessment.

To enhance network reliability, we conducted experiments
applying both centrality-based protection (CBP) and decline-based
protection (DBP) strategies under targeted attacks based on BCdis

w,od

centrality for the metro networks of the three cities. The cor-
responding results are shown in Figs. 11(d)–11(f). The results
demonstrate that, compared to the unprotected baseline, both pro-
tection strategies significantly improve the reliability curves, indi-
cating enhanced robustness. Furthermore, across all three cities,
the CBP and DBP strategies exhibit comparable performance
overall, and both approaches consistently yield favorable out-
comes.

The experimental results from the three cities demonstrate
that the proposed reliability assessment and enhancement approach
exhibit good scalability across diverse urban transportation systems.
The proposed link centrality measures effectively identify the critical
links in different network structures, while the protection strate-
gies consistently improve system reliability under various attack
scenarios.
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